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METHODS AND SYSTEMS FOR
SUPERVISING DISPLAYED CONTENT

FIELD

The present disclosure relates generally to content super-
vision. More particularly, the present disclosure relates to
methods and systems for supervising displayed content.

BACKGROUND

Computing devices (e.g., desktop computers, laptop com-
puters, tablet computers, set-top devices, smartphones,
wearable computing devices, and/or the like) are ubiquitous
in modern society. They may support communications
between their users, provide their users with entertainment,
information about their environments, current events, the
world at large, and/or the like. For certamn users (e.g.,
chuldren, employees, and/or the like) there may be a need
and/or desire on the part of other individuals or organiza-
tions (e.g., parents, employers, and/or the like) to supervise,
monitor, and/or the like content provided, displayed, and/or
the like to the users by such devices.

SUMMARY

Aspects and advantages of embodiments of the present
disclosure will be set forth i part in the following descrip-
tion, or may be learned from the description, or may be
learned through practice of the embodiments.

One example aspect of the present disclosure 1s directed
to a method. The method may include generating, by one or
more computing devices, data representing a plurality of
images ol interfaces displayed by a device configured to
supervise content displayed to a user. The method may also
include determiming, by the computing device(s) and based
at least 1mn part on one or more machine learning (ML)
models and the data representing the plurality of images,
whether the iterfaces displayed by the device include
content of a type designated by a content supervisor of the
user for identification. The method may further include
generating, by the computing device(s), data representing a
graphical user interface (GUI) for presentation to the content
supervisor. The GUI may indicate whether the interfaces
displayed by the device include content of the type desig-
nated for identification.

Another example aspect of the present disclosure 1s
directed to a system. The system may include one or more
processors and a memory storing instructions that when
executed by the processor(s) cause the system to perform
operations. The operations may include receiving data rep-
resenting an 1mage of one or more 1nterfaces displayed by a
user device configured to supervise displayed content. The
operations may also include determining, based at least 1n
part on one or more ML models and the data representing the
image, whether the interface(s) include content of a type
designated, by a content supervisor of the user device, for
identification.

A Turther example aspect of the present disclosure 1s
directed to one or more non-transitory computer-readable
media. The non-transitory computer-readable media may
comprise mnstructions that when executed by one or more
computing devices cause the computing device(s) to per-
form operations. The operations may include receiving data
representing a plurality of images of interfaces. The opera-
tions may also include recerving data indicating, for each
image ol the plurality of images, whether one or more
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2

interfaces depicted by the image include content of a type
designated for identification. The operations may further
include generating, based at least 1n part on the data repre-
senting the plurality of images and the data indicating
whether the interface(s) include content of the type desig-
nated for identification, one or more ML models configured
to determine whether 1images of interfaces displayed by a
user device configured to supervise displayed content depict
content within the displayed interfaces of the type desig-
nated for identification.

Other aspects of the present disclosure are directed to
various systems, apparatuses, non-transitory computer-read-
able media, user interfaces, and electronic devices.

These and other features, aspects, and advantages of
various embodiments of the present disclosure will become
better understood with reference to the following description
and appended claims. The accompanying drawings, which
are incorporated in and constitute a part of this specification,
illustrate example embodiments of the present disclosure
and, together with the description, serve to explain the
related principles.

BRIEF DESCRIPTION OF THE DRAWINGS

Detailled discussion of embodiments directed to one of

ordinary skill in the art 1s set forth in this specification,
which makes reference to the appended figures, in which:

FIG. 1 depicts an example computing environment
according to example embodiments of the present disclo-
sure;

FIGS. 2A-C depict an example event sequence according,
to example embodiments of the present disclosure;

FIGS. 3-5 depict example images of interfaces according
to example embodiments of the present disclosure;

FIG. 6 depicts an example computing architecture accord-
ing to example embodiments of the present disclosure;

FIGS. 7A-C, 8A-C, and 9A-C depict example graphical
user nterfaces (GUIs) according to example embodiments
of the present disclosure; and

FIGS. 10 and 11 depict example methods according to
example embodiments of the present disclosure.

DETAILED DESCRIPTION

Example aspects of the present disclosure are directed to
supervising displayed content. In particular, a user device
(e.g., laptop computer, mobile device, and/or the like) may
display one or more interfaces (e.g., associated with a web
browser, application, and/or the like) to a user. In accordance
with aspects of the disclosure, the user device may be
configured, for example, by a content supervisor (e.g.,
parent, employer, and/or the like), to supervise content
displayed to the user (e.g., a child, employee, and/or the
like). Accordingly, the user device may generate data rep-
resenting 1mages (e.g., screenshots, and/or the like) of at
least a portion of the interface(s) displayed to the user.

In accordance with aspects of the disclosure, based at least
in part on the data representing the images of the interface(s)
and one or more machine learning (ML) models, the user
device and/or one or more other computing devices may
determine (e.g., via computer vision, and/or the like)
whether the interface(s) displayed by the user device include
content of a type designated by the content supervisor for
identification (e.g., sexually explicit 1magery, sexually
explicit imagery of the user, imagery depicting violence,
imagery associated with gambling, social-media content,
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content associated with bullying, suicidal ideation, psycho-
logical concerns, and/or the like).

The technology described herein may provide a number
of technical efiects and benefits. For example, the technol-
ogy described herein may enable content supervision inde-
pendent of the particular application, communication chan-
nel, and/or the like utilized to wview such content. For
example, by capturing 1mages of the content actually dis-
played to a user, the technology described herein may
cllectively supervise a user utilizing an encrypted commu-
nication channel, secure browser, local storage media,
unknown application, and/or the like. Similarly, the tech-
nology described herein may support content supervision,
while simultaneously preserving user privacy, for example,
by obviating the need for a content supervisor to manually
review displayed content that may not pertain to content
designated for identification, and/or the like.

With reference now to the Figures, example embodiments
of the present disclosure will be discussed 1n further detail.

FIG. 1 depicts an example computing environment
according to example embodiments of the present disclo-
sure.

Referring to FIG. 1, environment 100 may include one or
more computing devices (e.g., one or more desktop com-
puters, laptop computers, set-top devices, tablet computers,
mobile devices, smartphones, wearable devices, servers,
and/or the like). For example, environment 100 may include
computing devices 10, 20, 30, 40, 50, 60, and/or 70, any one
of which may include one or more associated and/or com-
ponent computing devices (e.g., a mobile device and an
assoclated wearable device, and/or the like). Environment
100 may also include one or more networks, for example,
network(s) 102 and/or 104 (e.g., one or more wired net-
works, wireless networks, and/or the like). Network(s) 102
may interface computing device(s) 10, 20, 30, and/or 40,
with one another and/or computing device(s) 50, 60, and/or
70 (e.g., via network(s) 104, and/or the like).

Computing device 10 may include one or more
processor(s) 106, one or more communication interfaces
108, and memory 110 (e.g., one or more hardware compo-
nents for storing executable instructions, data, and/or the
like). Communication interface(s) 108 may enable comput-
ing device 10 to communicate with computing device(s) 20,
30, 40, 50, 60, and/or 70 (e.g., via network(s) 102, 104,
and/or the like). Memory 110 may include (e.g., store, and/or
the like) mstructions 112. When executed by processor(s)
106, instructions 112 may cause computing device 10 to
perform one or more operations, functions, and/or the like
described herem. It will be appreciated that computing
device(s) 20, 30, 40, 50, 60, and/or 70 may include one or
more ol the components described above with respect to
computing device 10.

Unless explicitly indicated otherwise, the operations,
functions, and/or the like described herein may be performed
by computing device(s) 10, 20, 30, 40, 50, 60, and/or 70
(e.g., by computing device 10, 20, 30, 40, 50, 60, or 70, by
any combination of one or more of computing device(s) 10,
20, 30, 40, 50, 60, and/or 70, and/or the like).

FIGS. 2A-C depict an example event sequence according
to example embodiments of the present disclosure.

Referring to FI1G. 2A, at (202), computing device 10 may
communicate (e.g., via network(s) 102 and 104 (as indicated
by the pattern-filled boxes over the lines extending down-
ward from network(s) 102 and 104), and/or the like) data
registering one or more user devices, accounts, and/or the
like for content supervision with computing device 70. For
example, computing device(s) 20 and/or 30 may be utilized
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4

by one or more users (e.g., children, employees, and/or the
like) of a user (e.g., parent, employer, and/or the like)
utilizing computing device 10, who may register such user
device(s) and/or account(s) via a web interface provided by
computing device 70, and/or the like (e.g., by providing
identifying information associated with such user device(s),
account(s), and/or the like).

At (204), computing device 70 may commumnicate data
(e.g., one or more applications, machine learning (ML)
models, and/or the like) to computing device 20, which may
recelve, store, and/or install such data, and/or the like. For
example, a user (e.g., the parent, employer, and/or the like)
may utilize computing device(s) 10 and/or 20 to download,
install, and/or the like such data to computing device 20 1n
order to supervise content displayed by computing device
20, and/or the like. Similarly, at (206), computing device 70
may communicate data (e.g., one or more applications,
and/or the like) to computing device 30, which may receive,
store, and/or 1nstall such data, and/or the like. For example,
a user (e.g., the parent, employer, and/or the like) may utilize
computing device(s) 10 and/or 30 to download, 1nstall,
and/or the like such data to computing device 30 in order to
supervise content displayed by computing device 30, and/or
the like. Additionally or alternatively, at (208), computing
device 70 may communicate data (e.g., one or more appli-
cations, ML models, and/or the like) to computing device
40, which may receive, store, and/or install such data, and/or
the like. For example, a user (e.g., the parent, employer,
and/or the like) may utilize computing device(s) 10 and/or
40 to download, install, and/or the like such data to com-
puting device 40 in order to supervise content displayed by
computing device(s) 20, 30, and/or the like.

At (210), computing devices 20 and 50 may communicate
data (e.g., associated with one or more web browser ses-
sions, and/or the like). At (212), computing device 20 may
generate data representing one or more 1mages (e.g., screen-
shots, and/or the like) of one or more 1nterfaces displayed by
computing device 20 (e.g., associated with the web browser
session(s), and/or the like). For example, the data commu-
nicated to computing device 20 at (204) may have config-
ured computing device 20 to generate data representing such
image(s). In some embodiments, the data communicated to
computing device 20 (e.g., at step (204), and/or the like) may
have configured computing device 20 to generate data
representing such image(s) automatically, without user inter-
vention, surreptitiously, periodically, in response to certain
events, and/or the like.

For example, referring to FIG. 3, the data generated by
computing device 20 may represent image 300. As 1llus-
trated, 1image 300 may depict interfaces 302 and 304 (e.g.,
associated with the web browser session(s), and/or the like).
Interface 302 may include images 306, 310, and 312.
Similarly, interface 304 may include image 308. Image 306
may comprise sexually explicit imagery, image 308 may
comprise i1magery associated with gambling, and 1mages
310 and 312 may comprise 1magery depicting violence,
and/or the like.

Returning to FIG. 2A, at (214), computing device 20 may
determine, based at least in part on the data representing the
image(s) (e.g., image 300, and/or the like) and one or more
ML models (e.g., communicated to computing device 20 at
(204), and/or the like), whether the interface(s) displayed by
computing device 20 (e.g., interfaces 302, 304, and/or the
like) include content of a type designated by a content
supervisor (e.g., as part of the data communicated at (202),
and/or the like). For example, the data communicated at
(202) may indicate that a content supervisor (e.g., parent,
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employer, and/or the like) has designated for identification
interfaces that include sexually explicit 1imagery, sexually
explicit imagery of the user of computing device 20, 1mag-
ery depicting violence, imagery associated with gambling,
social-media content, content associated with bullying, sui-
cidal ideation, psychological concerns, and/or the like, and
based at least 1n part on the data representing 1mage 300 and
the ML model(s), computing device 20 may determine that
interface 302 includes sexually explicit imagery (e.g., image
306, and/or the like) and imagery depicting violence (e.g.,
images 310, 312, and/or the like). Slmllarly,, based at least in
part on the data representing 1mage 300 and the ML
model(s), computing device 20 may determine that interface
304 includes imagery associated with gambling (e.g., image
308, and/or the like).

In some embodiments, responsive to determining that
image 300 depicts interface(s) including one or more of the
content type(s) designated for idenftification, computing
device 20 may temporarily disable 1ts display, omit, obfus-
cate, and/or the like one or more portions of the displayed
interface(s) (e.g., corresponding to image(s) 306, 308, 310,
312, and/or the like), provide one or more prompts to the
user indicating such determination has been made, and/or
the like.

At (216), computing device 20 may generate (e.g., based
on output from the ML model(s), and/or the like) data
indicating whether the displayed mtertace(s) include content
of one or more of the types designated by the content
supervisor for identification and may communicate such
data to computing device 70, which may receive the data.
For example, computing device 20 may generate data indi-
cating that interface 302 includes sexually explicit imagery
(e.g., image 306, and/or the like) and imagery depicting
violence (e.g., images 310, 312, and/or the like) and may
communicate such data to computing device 70, which may
receive the data. Similarly, computing device 20 may gen-
crate data indicating that interface 304 includes imagery
associated with gambling (e.g., image 308, and/or the like)
and may communicate such data to computing device 70,
which may receive the data.

At (218), computing devices 30 and 60 may communicate
data (e.g., associated with one or more chat sessions, and/or
the like). Referring to FIG. 2B, at (220), computing device
30 may generate data representing one or more 1images (e.g.,
screenshots, and/or the like) of one or more interfaces
displayed by computing device 30 (e.g., associated with the
chat session(s), and/or the like). For example, the data
communicated to computing device 30 at (206) may have
configured computing device 30 to generate data represent-
ing such image(s).

For example, referring to FIG. 4, the data generated by
computing device 30 may represent image 400. As 1llus-
trated, 1image 400 may depict a chat interface that includes
image 402, which may comprise sexually explicit imagery
of the user of computing device 30.

Returning to FIG. 2B, at (222), computing device 30 may
communicate the data representing the image(s) (e.g., image
400, and/or the like) to computing device 70, which may
receive the data. It will be appreciated that computing device
70 (e.g., a server, and/or the like) may be physically distinct
and remotely located from computing device 30 (e.g., a user
device, and/or the like).

At (224), computing device 70 may determine, based at
least 1n part on the data representing the image(s) (e.g.,
image 400, and/or the like) and one or more ML models,
whether the interface(s) displayed by computing device 30
(e.g., the chat interface, and/or the like) include content of a
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6

type designated by a content supervisor (e.g., as part of the
data communicated at (202), and/or the like). For example,
the data communicated at (202) may indicate that a content
supervisor (e.g., parent, employer, and/or the like) has
designated for identification interfaces that include sexually
explicit 1magery, sexually explicit imagery of the user of
computing device 30, imagery depicting violence, imagery
associated with gambling, social-media content, content
associated with bullying, suicidal i1deation, psychological
concerns, and/or the like, and based at least 1n part on the
data representing 1image 400 and the ML model(s), comput-
ing device 70 may determine that the chat interface depicted
by image 400 includes sexually explicit imagery of the user
of computing device 30 (e.g., image 402, and/or the like).

At (226), computing devices 30 and 60 may communicate
data (e.g., associated with one or more chat sessions, and/or
the like). At (228), computing device 30 may generate data
representing one or more 1mages (e.g., screenshots, and/or
the like) of one or more interfaces displayed by computing
device 30 (e.g., associated with the chat session(s), and/or
the like). For example, the data communicated to computing
device 30 at (206) may have configured computing device
30 to generate data representing such image(s).

For example, referring to FIG. 35, the data generated by
computing device 30 may represent image 500. As 1llus-
trated, 1image 500 may depict a chat interface that icludes
image 502 of text, which may comprise content associated
with bullying, suicidal ideation, psychological concerns,
and/or the like.

Returning to FIG. 2B, at (230), computing device 30 may
communicate the data representing the image(s) (e.g., image
500, and/or the like) to computing device 40, which may
receive the data. It will be appreciated that computing device
40 (e.g., a local network appliance, and/or the like) may be
physically distinct and remotely located from computing
device 30 (e.g., a user device, and/or the like) and computing
device 70 (e.g., a server, and/or the like).

At (232), computing device 40 may determine, based at
least 1n part on the data representing the image(s) (e.g.,
image 500, and/or the like) and one or more ML models,
whether the interface(s) displayed by computing device 30
(e.g., the chat interface, and/or the hke) include content of a
type designated by a content supervisor (e.g., as part of the
data communicated at (202), and/or the like). For example,
computing device 40 may determine that the chat interface
depicted by image 500 includes content (e.g., image 502,
and/or the like) associated with bullying, suicidal ideation,
psychological concerns, and/or the like.

At (234), computing device 40 may generate (e.g., based
on output from the ML model(s), and/or the like) data
indicating whether the displayed interface(s) include content
of one or more of the types designated by the content
supervisor for identification and may communicate such
data to computing device 70, which may receive the data.
For example, computing device 40 may generate data indi-
cating that the chat interface depicted by 1image 500 includes
content (e.g., 1image 502, and/or the like) associated with
bullying, suicidal ideation, psychological concerns, and/or
the like and may communicate such data to computing
device 70, which may receive the data.

FIG. 6 depicts an example computing architecture accord-
ing to example embodiments of the present disclosure.

Referring to FIG. 6, architecture 600 may include pre-
ML-model processing 602, processmg via ML models 604,
606, 608, 610, and/or the like, processing via secondary ML
models 612, 614, 616, 618, and/or the like, post-ML-model

processing 620, and/or the like. Output from pre-ML-model




US 10,949,774 B1

7

processing 602 may be mput to ML models 604, 606, 608,
610, and/or the like. Output from processing via ML models
604, 606, 608, 610, and/or the like may be mput to post-
ML-model processmg 620. Additionally or alternatively,
output from processing via ML models 604, 606, 608, 610,
and/or the like may be mput to secondary ML models 612,
614, 616, 618, and/or the like. Output from processing Via
secondary ML models 612, 614, 616, 618, and/or the like
may be iput to post-ML-model processing 620.

Pre-ML-model processing 602 may include, for example,
receiving data representing an 1mage of one or more inter-
taces displayed by a device configured to supervise content
displayed to a user (e.g., computing device(s) 20, 30, and/or
the like), reformatting, resizing, reframing, compressing,
decompressing, and/or the like such image, as well as
applying one or more other technologies (e.g., optical char-
acter recognition (OCR), and/or the like) to such image.

Processing via ML models 604, 606, 608, 610, and/or the
like may include, for example, determining whether the
interface(s) displayed by the device (e.g., as depicted by the
image, and/or the like) include one or more of the content
types designated (e.g., by the content supervisor, and/or the
like) for 1identification. For example, the content supervisor
may have designated multiple diflerent and/or distinct con-
tent types for identification (e.g., sexually explicit imagery,
sexually explicit imagery of the user of computing device(s)
20 and/or 30, imagery depicting violence, 1magery associ-
ated with gambling, social-media content, content associ-
ated with bullying, suicidal ideation, psychological con-
cerns, and/or the like).

In some embodiments, MLL models 604, 606, 608, 610,
and/or the like may 1nclude for each content type of the
designated content type(s), a different and distinct ML
model for the content type (e.g., ML model 604 may be
configured to determine whether the 1mage depicts
interface(s) including sexually explicit imagery, ML model
606 may be configured to determine whether the image
depicts interface(s) including imagery depicting violence,
ML model 608 may be configured to determine whether the
image depicts interface(s) including imagery associated with
gambling, ML model 610 may be configured to determine
whether the 1mage depicts interface(s) including content
associated with bullying, suicidal ideation, psychological
concerns, and/or the like). In some of such embodiments,
processing via ML models 604, 606, 608, 610, and/or the
like may include, for each content type of the designated
content type(s), determining, based at least 1n part on the ML
model for the content type, whether the interface(s) dis-
played include content of the content type.

Additionally or alternatively, ML models 604, 606, 608,
610, and/or the like may include a common (e.g., the same,
and/or the like) ML model configured to identify multiple of
the different and distinct content types (e.g., ML model 604
may be configured to determine whether the 1mage depicts
interface(s) including sexually explicit 1imagery, imagery
depicting violence, imagery associated with gambling, con-
tent associated with bullying, suicidal ideation, psychologi-
cal concerns, and/or the like). In some of such embodiments,
processing via ML models 604, 606, 608, 610, and/or the
like may include, for each content type of the designated
content type(s), determining, based at least 1n part on such
common ML model, whether the interface(s) displayed
include content of one or more of the content types.

In some embodiments, processing via ML models 604,
606, 608, 610, and/or the like may include, for example,
determining whether the interface(s) displayed by the device
(e.g., as depicted by the image, and/or the like) include one
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or more components of the content type(s) designated for
identification (e.g., facial recognition of the user of comput-
ing device(s) 20 and/or 30, and/or the like).

In some embodiments, one or more bounded regions
within the displayed interface(s) that include content of the
designated type(s) may be determined. For example, com-
puting device 70, and/or the like may determine bounded
regions delineating 1mage(s) 306, 308, 310, 312, and/or the
like. In some of such embodiments, for each bounded region
of the bounded region(s) within the interface(s) displayed, a
value representing a likelthood that the bounded region
includes content of the designated type(s) may be deter-
mined. For example, computing device 70, and/or the like
may determine such values for each of the bounded regions
delineating image(s) 306, 308, 310, 312, and/or the like.

In some embodiments, a value may be determined for the
image representing a likelithood that the interface(s) depicted
by the image include content of the designated type(s). In
some of such embodiments, such a value may be determined
based at least in part on the determined likelithood(s) that the
bounded region(s) within the interface(s) depicted by the
image include content of the designated type(s). For
example, such a value may be determined in accordance
with the following formula:

plimage)=1-[(1-p(region))*(1-p(region,))* . . .
(1-p(region,,))]

in which, p(image) corresponds to the likelihood (e.g.,
probability, and/or the like) that the interface(s) depicted by
the 1mage include content of the designated type(s); and
p(region, ) corresponds to the likelihood (e.g., probability,
and/or the like) that bounded region n within the interface(s)
depicted by the image includes content of the designated
type(s).

Processing via secondary ML models 612, 614, 616, 618,
and/or the like may include, for example, determining
whether display of mterface(s) determined to include one or
more of the designated content type(s) was intentional,
unintentional, and/or the like. For example, one or more of
such model(s) may be configured (e.g., via supervised
learning, unsupervised learning, and/or the like) to make
such a determination (e.g., based on the frequency with
which 1mages determined to depict interface(s) including
such content type(s) were contemporaneously displayed,
and/or the like).

Additionally or alternatively, processing via secondary
ML models 612, 614, 616, 618, and/or the like may include,
for example, determining whether display of interface(s)
determined to 1include one or more of the designated content
type(s) indicates one or more behavior patterns (e.g., asso-
ciated with user anxiety, distraction, unfocused or unpro-
ductive behavior, and/or the like) designated (e.g., by the
content supervisor, and/or the like) for identification.

Post-ML-model processing 620 may include, for
example, making one or more determinations based on
combined output from pre-ML-model processing 602, pro-
cessing via ML models 604, 606, 608, 610, processing via
secondary ML models 612, 614, 616, 618, and/or the like,
for example, determining based on a determination that an
image depicts interface(s) including sexually explicit imag-
ery and a determination (e.g., via facial recognition, and/or
the like) that the interface(s) include imagery of the user of
computing device(s) 20 and/or 30, that the interface(s)
include sexually explicit imagery of the user of computing
device(s) 20 and/or 30, and/or the like.

Referring to FIG. 2C, at (236), computing devices 10 and
70 may communicate data associated with one or more
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graphical user interfaces (GUIs) provided to a content
supervisor (e.g., a parent, employer, user of computing
device 10, and/or the like). For example, referring to FIG.
7A, computing device 70 may generate data representing
GUI 700 and may communicate such data to computing
device 10, which may receive the data.

GUI 700 may include element 702, which may depict a
chronology (e.g., timeline, and/or the like) of the interface(s)
displayed by computing device(s) 20, 30, and/or the like
determined to include one or more of the content types
and/or patterns designated (e.g., by the content supervisor,
and/or the like) for identification. For example, elements
704, 706, 708, and/or 710 may indicate interface(s) dis-
played by computing device(s) 20, 30, and/or the like
determined to include one or more of the content type(s)
and/or pattern(s) designated for identification.

In some embodiments, GUI 700 may include one or more
clements (e.g., labels, and/or the like) indicating the content
type(s) and/or pattern(s) 1dentified 1n association with such
interface(s). For example, GUI 700 may 1include one or more
clements (e.g., “U” labels, representing unintentional dis-
play of one or more of the content type(s) and/or pattern(s)
designated for identification, and/or the like) in proximity to
clements 704, 710, and/or the like. Stmilarly, GUI 700 may
include one or more elements (e.g., an “ICP(s)” label,
representing intentional display of one or more of the
content pattern(s) designated for identification, and/or the
like) 1n proximity to element 706, and/or the like; and GUI
700 may include one or more elements (e.g., an “ICT(s)”
label, representing intentional display of one or more of the
content type(s) designated for identification, and/or the like)
in proximity to element 708, and/or the like.

GUI 700 may also include (e.g., 1n response to interaction
with one or more portions of element 708, and/or the like)
image 712, which may depict one or more portions of the
interface(s) depicted by image 300 (e.g., interface(s) includ-
ing or associated with one or more of the content type(s)
and/or pattern(s) designated for identification, and/or the
like). GUI 700 may also indicate whether the interface(s)
depicted by 1mage 300 include content associated with one
or more of the content type(s) and/or pattern(s) designated
for identification. For example, GUI 700 may (e.g., based on
data generated, communicated, and/or the like at (236) and
identifyving the bounded region(s) within the interface(s),
and/or the like) i1dentily (e.g., highlight, frame, and/or the
like), within 1mage 712, images 714, 716, 718, and 720,
which may respectively correspond to images 306, 308, 310,
and 312. Additionally or alternatively, GUI 700 may (e.g.,
based on data generated, communicated, and/or the like at
(236) and 1dentifying the bounded region(s) within the
interface(s), and/or the like) omait, obfuscate, and/or the like
one or more portions, within 1image 712, corresponding to
one or more portions of the interface(s) depicted by image
300 determined not to include content associated with one or
more of the content type(s) and/or pattern(s) designated for
identification (e.g., 1n order to visually distinguish such
portions from portion(s) determined to include content asso-
clated with one or more of the content type(s) and/or
pattern(s) designated for identification, and/or the like).

As 1llustrated, in some embodiments, 1images 714, 716,
718, and 720 may obscure, omit, and/or the like the respec-
tive content (or portions thereol) of images 306, 308, 310,
and/or 312. For example, labels associated with one or more
content types determined to be included in the depicted
interface portions may be displayed 1n place of the under-
lying image content (e.g., the label “SE” for sexually explicit
imagery may be displayed in lieu of image 306, the label
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“G” for imagery associated with gambling may be displayed
in lieu of 1image 308, the label “V™ for imagery depicting
violence may be displayed in lieu of images 310 and 312,
and/or the like).

In some embodiments, GUI 700 may include one or more
clements for viewing one or more portions of such obscured
and/or omitted content. For example, GUI 700 may include
clement 722, which when invoked may, referring to FIG. 7B,
cause GUI 700 to include image 724 (e.g., depicting under-
lying image 306, an obscured version thereof, and/or the
like).

In some embodiments, GUI 700 may include one or more
clements for the content supervisor to provide input (e.g.,
teedback, and/or the like) regarding one or more portions of
the interface(s) determined to include content designated for
identification. For example, GUI 700 may include element
726, which when invoked may, referring to FIG. 7C, cause
GUI 700 to include element 728. In the event the content
supervisor determines immage 724 does not indicate that
image 306 includes content of the determined designated
type(s), they may invoke element 728, which may cause
computing device 10 to generate data indicating image 306
does not include content of the determined designated
type(s) and to commumnicate such data to computing device
70, which may receive the data.

Additionally or alternatively, referring to FIG. 8 A, com-
puting device 70 may generate data representing GUI 800
and may communicate such data to computing device 10,
which may receive the data.

GUI 800 may include (e.g., 1n response to interaction with
one or more portions thereol, and/or the like) image 802,
which may depict one or more portions of the interface(s)
depicted by image 400 (e.g., interface(s) including or asso-
ciated with one or more of the content type(s) and/or
pattern(s) designated for 1identification, and/or the like). GUI
800 may also indicate whether the 1nterface(s) depicted by
image 400 include content associated with one or more of
the content type(s) and/or pattern(s) designated for i1denti-
fication. For example, GUI 800 may 1dentity (e.g., highlight,
frame, and/or the like), within 1mage 802, image 804, which
may correspond to image 402.

As 1llustrated, in some embodiments, 1mage 804 may
obscure, omit, and/or the like the content (or portions
thereol) of 1mage 402. For example, labels associated with
one or more content types determined to be included 1n the
depicted interface portions may be displayed 1n place of the
underlying image content (e.g., the label “SE (user)” for
sexually explicit imagery of the user of computing device 30
may be displayed 1n lieu of image 402, and/or the like).

In some embodiments, GUI 800 may include one or more
clements for viewing one or more portions of such obscured
and/or omitted content. For example, GUI 800 may include
clement 806, which when invoked may, referring to FIG. 8B,
cause GUI 800 to include image 808 (e¢.g., depicting under-
lying image 402, an obscured version thereof, and/or the
like).

In some embodiments, GUI 800 may include one or more
clements for the content supervisor to provide input (e.g.,
teedback, and/or the like) regarding one or more portions of
the interface(s) determined to include content designated for
identification. For example, GUI 800 may include element
810, which when invoked may, referring to FIG. 8C, cause
GUI 800 to include elements 812 and 814. In the event the
content supervisor determines 1mage 808 does not indicate
that 1image 402 includes content of the determined desig-
nated type(s), they may invoke element(s) 812 and/or 814,
which may cause computing device 10 to generate data
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indicating 1image 402 does not include content of the deter-
mined designated type(s) and to communicate such data to
computing device 70, which may receive the data.

Additionally or alternatively, referring to FIG. 9A, com-
puting device 70 may generate data representing GUI 900
and may communicate such data to computing device 10,
which may receive the data.

GUI 900 may include (e.g., 1n response to iteraction with
one or more portions thereol, and/or the like) image 902,
which may depict one or more portions of the interface(s)
depicted by image 500 (e.g., interface(s) including or asso-
cliated with one or more of the content type(s) and/or
pattern(s) designated for 1identification, and/or the like). GUI
900 may also indicate whether the 1nterface(s) depicted by
image 500 include content associated with one or more of
the content type(s) and/or pattern(s) designated for i1denti-
fication. For example, GUI 900 may 1dentify (e.g., highlight,
frame, and/or the like), within image 902, image 904, which
may correspond to 1image 502.

As 1illustrated, in some embodiments, 1mage 904 may
obscure, omit, and/or the like the content (or portions
thereol) of 1mage 502. For example, labels associated with
one or more content types determined to be included 1n the
depicted interface portions may be displayed 1n place of the
underlying image content (e.g., the label “SI” for suicidal
ideation may be displayed 1n lieu of image 502, and/or the
like).

In some embodiments, GUI 900 may include one or more
clements for viewing one or more portions of such obscured
and/or omitted content. For example, GUI 900 may include
clement 906, which when invoked may, referring to FIG. 9B,
cause GUI 900 to include image 908 (e.g., depicting under-
lying image 502, an obscured version thereof, and/or the
like).

In some embodiments, GUI 900 may include one or more
clements for the content supervisor to provide nput (e.g.,
teedback, and/or the like) regarding one or more portions of
the interface(s) determined to 1nclude content designated for
identification. For example, GUI 900 may include element
910, which when 1mvoked may, referring to FIG. 9C, cause
GUI 900 to include element 912. In the event the content
supervisor determines 1mage 908 does not indicate that
image 502 includes content of the determined designated
type(s), they may invoke element 912, which may cause
computing device 10 to generate data indicating 1mage 502
does not include content of the determined designated
type(s) and to communicate such data to computing device
70, which may receive the data.

Returming to FIG. 2C, at (238), computing device 70 may
update (e.g., via supervised learning, and/or the like) one or
more of the ML model(s), for example, based on feedback
provided by the content supervisor (e.g., the data commu-
nicated at (236), and/or the like). At (240), computing device
70 may generate data (e.g., representing the updated ML
model(s), and/or the like) and may communicate such data
to computing device 20, which may receive the data. Simi-
larly, at (242), computing device 70 may generate data (e.g.,
representing the updated ML model(s), and/or the like) and
may communicate such data to computing device 40, which
may receive the data.

FIGS. 10 and 11 depict example methods according to
example embodiments of the present disclosure.

Referring to FIG. 10, at (1002), data representing 1mages
of interfaces displayed (e.g., by a device configured to
supervise content displayed to a user, and/or the like) may be
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generated. For example, computing device(s) 20, 30, and/or
the like may generate data representing 1mage(s) 300, 400,

500, and/or the like.

At (1004), a determination may be made, based at least 1n
part on one or more ML models and the data representing the
images of the interfaces, as to whether the interfaces dis-
played include content of a type designated (e.g., by a
content supervisor, and/or the like) for identification. For
example, computing device(s) 20, 40, 70, and/or the like
may determine the interface(s) depicted by image(s) 300,
400, 500, and/or the like include sexually explicit imagery,
sexually explicit imagery of a user of computing device(s)
20, 30, and/or the like, imagery depicting violence, imagery
associated with gambling, social-media content, content
associated with bullying, suicidal ideation, psychological
concerns, and/or the like.

At (1006), data representing a GUI for presentation to the
content supervisor may be generated. The GUI may indicate
whether the interfaces displayed by the device include
content of the type designated for identification. For
example, computing device 70 may generate data represent-
ing GUI(s) 700, 800, 900, and/or the like.

Retferring to FIG. 11, at (1102), data representing images
of interfaces may be received. For example, computing
device 70, and/or the like may receive data (e.g., training
data, and/or the like) representing 1mages of interfaces (e.g.,
interfaces associated with various diflerent types of com-
puting devices, operating systems, applications, content
types, and/or the like).

At (1104), data indicating, for each 1image of the images,
whether one or more interfaces depicted by the image
include content of a type designated (e.g., by a content
supervisor, and/or the like) for identification may be
received. For example, computing device 70 may receive
data (e.g., training data, and/or the like) indicating (e.g., via
tagging, markup, and/or the like), for each image of the
images, whether one or more interfaces depicted by the
image include content comprising sexually explicit imagery,
imagery of a user of computing device(s) 20, 30, and/or the
like, imagery depicting violence, imagery associated with
gambling, social-media content, content associated with
bullying, suicidal ideation, psychological concerns, and/or
the like.

At (1106), data representing one or more ML models may
be generated based at least 1n part on the data representing
the 1images and the data indicating, for each image of the
images, whether one or more interfaces depicted by the
image include content of a type designated for 1identification.
The ML model(s) may be configured to determine whether
images ol interfaces displayed by a user device configured
to supervise displayed content depict content within the
displayed intertaces of the type designated for identification.
For example, computing device 70, and/or the like may
generate, based at least in part on the data representing the
images ol interfaces and the data indicating, for each 1image
of the images, whether one or more interfaces depicted by
the 1image include content of a type designated for 1dentifi-
cation (e.g., the training data, and/or the like), data repre-
senting one or more ML models (e.g., train such model(s),
and/or the like) configured to determine whether 1mages of
interfaces displayed by computing device(s) 20, 30, and/or
the like depict content within the displayed interfaces com-
prising sexually explicit imagery, sexually explicit imagery
of a user of computing device(s) 20, 30, and/or the like,
imagery depicting violence, imagery associated with gam-
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bling, social-media content, content associated with bully-
ing, suicidal i1deation, psychological concerns, and/or the
like.

The technology discussed herein makes reference to serv-
ers, databases, software applications, and/or other computer-
based systems, as well as actions taken and information sent
to and/or from such systems. The inherent flexibility of
computer-based systems allows for a great variety of pos-
sible configurations, combinations, and/or divisions of tasks
and/or Tunctionality between and/or among components. For
instance, processes discussed herein may be implemented
using a single device or component and/or multiple devices
or components working in combination. Databases and/or
applications may be implemented on a single system and/or
distributed across multiple systems. Distributed components
may operate sequentially and/or 1n parallel.

Various connections between elements are discussed 1n
the above description. These connections are general and,
unless specified otherwise, may be direct and/or indirect,
wired and/or wireless. In this respect, the specification 1s not
intended to be limiting.

The depicted and/or described steps are merely 1llustrative
and may be omitted, combined, and/or performed 1n an order
other than that depicted and/or described; the numbering of
depicted steps 1s merely for ease of reference and does not
imply any particular ordering 1s necessary or preferred.

The functions and/or steps described herein may be
embodied in computer-usable data and/or computer-execut-
able nstructions, executed by one or more computers and/or
other devices to perform one or more functions described
herein. Generally, such data and/or instructions include
routines, programs, objects, components, data structures, or
the like that perform particular tasks and/or implement
particular data types when executed by one or more proces-
sors of a computer and/or other data-processing device. The
computer-executable instructions may be stored on a com-
puter-readable medium such as a hard disk, optical disk,
removable storage media, solid-state memory, read-only
memory (ROM), random-access memory (RAM), or the
like. As will be appreciated, the functionality of such
instructions may be combined and/or distributed as desired.
In addition, the functionality may be embodied 1n whole or
in part 1n firmware and/or hardware equivalents, such as
integrated circuits, application-specific integrated circuits
(ASICs), field-programmable gate arrays (FPGAs), or the
like. Particular data structures may be used to more eflec-
tively implement one or more aspects of the disclosure, and
such data structures are contemplated to be within the scope
of computer-executable instructions and/or computer-usable
data described herein.

Although not required, one of ordinary skill 1n the art will
appreciate that various aspects described herein may be
embodied as a method, system, apparatus, and/or one or
more computer-readable media storing computer-executable
instructions. Accordingly, aspects may take the form of an
entirely hardware embodiment, an entirely software embodi-
ment, an entirely firmware embodiment, and/or an embodi-
ment combiming software, hardware, and/or firmware
aspects 1n any combination.

As described herein, the various methods and acts may be
operative across one or more computing devices and/or
networks. The functionality may be distributed 1n any man-
ner or may be located 1n a single computing device (e.g.,
server, client computer, user device, or the like).

Aspects of the disclosure have been described in terms of
illustrative embodiments thereof. Numerous other embodi-
ments, modifications, and/or variations within the scope and
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spirit of the appended claims may occur to persons of
ordinary skill in the art from a review of this disclosure. For
example, one of ordinary skill 1n the art may appreciate that
the steps depicted and/or described may be performed in
other than the recited order and/or that one or more 1llus-
trated steps may be optional and/or combined. Any and all
features 1n the following claims may be combined and/or
rearranged 1n any way possible.

While the present subject matter has been described 1n
detail with respect to various specific example embodiments
thereol, each example 1s provided by way of explanation,
not limitation of the disclosure. Those skilled 1n the art, upon
attaining an understanding of the foregoing, may readily
produce alterations to, variations of, and/or equivalents to
such embodiments. Accordingly, the subject disclosure does
not preclude inclusion of such modifications, variations,
and/or additions to the present subject matter as would be
readily apparent to one of ordinary skill in the art. For
instance, features 1llustrated and/or described as part of one
embodiment may be used with another embodiment to yield
a still further embodiment. Thus, i1t 1s intended that the
present disclosure cover such alterations, variations, and/or
equivalents.

What 1s claimed 1s:

1. A method comprising:

generating, by one or more computing devices, data

representing a plurality of images of interfaces dis-
played by a device configured to supervise content
displayed to a user;

determining, by the one or more computing devices and

based at least 1n part on one or more machine learning
(ML) models and the data representing the plurality of
images, whether the interfaces displayed by the device
include content of a type designated by a content
supervisor of the user for identification; and
generating, by the one or more computing devices, data
representing a graphical user interface (GUI) for pre-
sentation to the content supervisor, the GUI indicating,
whether the interfaces displayed by the device include
content of the type designated for 1identification,
wherein:
the type designated for 1identification 1s one of multiple
different and distinct types of content designated by
the content supervisor for identification;
the one or more ML models include at least one ML
model for each content type of the multiple different
and distinct types of content designated for 1dentifi-
cation; and
the method comprises, for each content type of the
multiple different and distinct types of content des-
1gnated for identification, determining, based at least
in part on the data representing the plurality of
images and the at least one ML model for the content
type, whether the interfaces include content of the
content type.

2. The method of claim 1, wherein determining whether
the interfaces include content of the type designated for
identification comprises determining whether the interfaces
include one or more of:

imagery depicting violence;

imagery associated with gambling;

soclal-media content;

content associated with at least one of bullying, suicidal

ideation, or psychological concerns; or

sexually explicit imagery.

3. The method of claim 2, wherein determiming whether
the interfaces include content of the type designated for
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identification comprises determining whether the interfaces
include sexually explicit imagery of the user.

4. The method of claim 1, wherein:

the device configured to supervise content displayed to

16

updating, by the one or more computing devices and
based at least 1n part on the feedback data, the one or
more ML models.

9. The method of claim 1, comprising determining, by the

the user comprises a user device that displayed the ° one or more computing devices and based at least in part on

interfaces:

generating the data representing the plurality of images of
the interfaces comprises generating, by the user device,
the data representing the plurality of images of the

interfaces;

determining whether the interfaces include content of the
type designated for identification comprises determin-
ing, by the user device, whether the interfaces include
content of the type designated for 1dentification;

generating the data representing the GUI for presentation
to the content supervisor comprises generating, by a
computing device physically distinct and remotely
located from the user device, the data representing the
GUI for presentation to the content supervisor; and

the method comprises communicating, by the user device,
to the computing device physically distinct and
remotely located from the user device, and via one or
more networks, data indicating whether the interfaces
include content of the type designated for identifica-
tion.

5. The method of claim 1, wherein:

the device configured to supervise content displayed to

the user comprises a user device that displayed the
interfaces;

generating the data representing the plurality of images of

the interfaces comprises generating, by the user device,
the data representing the plurality of images of the
interfaces;

determining whether the interfaces include content of the

type designated for 1dentification comprises determin-
ing, by a computing device physically distinct and
remotely located from the user device, whether the
interfaces include content of the type designated for
identification; and

the method comprises communicating, by the user device,

to the computing device physically distinct and
remotely located from the user device, and via one or
more networks, the data representing the plurality of
images ol interfaces displayed by the user device.

6. The method of claim 1, comprising determiming, by the
one or more computing devices and based at least 1n part on
one or more ML models and data indicating whether the
interfaces mclude content of the type designated for identi-
fication, whether display of one or more of the interfaces
determined to include content of the type designated for
identification was intentional.

7. The method of claim 1, comprising determining, by the
one or more computing devices and based at least 1n part on
one or more ML models and data indicating whether the
interfaces include content of the type designated for 1denti-
fication, whether display of one or more of the interfaces
determined to include content of the type designated for
identification indicates a behavior pattern designated by the
content supervisor for identification.

8. The method of claim 1, comprising;:

receiving, by the one or more computing devices, feed-

back data generated based at least in part on input
provided by the content supervisor via the GUI con-
firming whether the interfaces displayed by the device
include content of the type designated for identifica-
tion; and
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the one or more ML models, one or more bounded regions
within the interfaces displayed by the device that include
content of the type designated for identification.

10. The method of claim 9, wherein generating the data
representing the GUI comprises generating data identifying
the one or more bounded regions within the interfaces
displayed by the device that include content of the type

designated for i1dentification.

11. The method of claim 9, comprising determining, by
the one or more computing devices, based at least 1n part on
the one or more ML models, and for each bounded region of
the one or more bounded regions within the interfaces, a
value representing a likelithood that the bounded region
includes content of the type designated for identification.

12. The method of claim 1, comprising determining, by
the one or more computing devices, based at least in part on
the one or more ML models, for at least one 1image of the
images of iterfaces displayed by the device, and based at
least 1n part on multiple values representing likelithoods that
bounded regions within one or more interfaces depicted by
the image include content of the type designated for 1den-
tification, a value representing a likelihood that the one or
more 1nterfaces depicted by the 1mage include content of the
type designated for identification.

13. A system comprising;:

one or more processors; and

a memory storing instructions that when executed by the

one or more processors cause the system to perform
operations comprising;
generating data representing a plurality of 1images of
intertaces displayed by a device configured to super-
vise content displayed to a user;
determining, based at least in part on one or more
machine learning (ML) models and the data repre-
senting the plurality of images, whether the inter-
faces displayed by the device include content of a
type designated by a content supervisor of the user
for 1dentification; and
generating data representing a graphical user interface
(GUI) for presentation to the content supervisor, the
GUI indicating whether the interfaces displayed by
the device include content of the type designated for
identification, wherein:
the type designated for 1dentification 1s one of mul-
tiple different and distinct types of content desig-
nated by the content supervisor for identification;
the one or more ML models include a common ML
model configured to identily the multiple difierent
and distinct types of content designated for 1den-
tification; and
the operations comprise, for each content type of the
multiple different and distinct types of content
designated for identification, determining, based
at least 1n part on the data representing the plu-
rality ol images and the common ML model,
whether the mterfaces include content of the con-
tent type.

14. The system of claim 13, wherein the operations
comprise determining, based at least 1n part on one or more
ML models and data indicating whether the interfaces
include content of the type designated for identification,
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whether display of one or more of the interfaces determined
to 1nclude content of the type designated for i1dentification
was 1ntentional.

15. The system of claam 13, wherein the operations
comprise determining, based at least 1n part on one or more
ML models and data indicating whether the interfaces
include content of the type designated for identification,
whether display of one or more of the mterfaces determined
to 1nclude content of the type designated for identification
indicates a behavior pattern designated by the content super-
visor for identification.

16. The system of claim 13, wherein the operations
comprise determining, based at least in part on the one or
more ML models, one or more bounded regions within the
interfaces displayed by the device that include content of the
type designated for identification.

17. One or more non-transitory computer-readable media
comprising instructions that when executed by one or more
computing devices cause the one or more computing devices
to perform operations comprising:

generating data representing a plurality of 1mages of

interfaces displayed by a device configured to supervise
content displayed to a user;

determining, based at least 1n part on one or more machine

learning (ML) models and the data representing the
plurality of images, whether the interfaces displayed by
the device include content of a type designated by a
content supervisor of the user for identification;

determining, based at least 1n part on the one or more ML

models and data indicating whether the interfaces
include content of the type designated for identifica-
tion, whether display of one or more of the interfaces
determined to include content of the type designated for
identification at least one of:

was 1ntentional, or

indicates a behavior pattern designated by the content

supervisor for identification; and
generating data representing a graphical user interface
(GUI) for presentation to the content supervisor, the
GUI indicating whether the interfaces displayed by the
device include content of the type designated for 1den-
tification and whether display of the one or more of the
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interfaces determined to include content of the type
designated for identification at least one of:
was intentional, or
indicates a behavior pattern designated by the content
supervisor for identification.
18. The one or more non-transitory computer-readable
media of claim 17, wherein:

the type designated for identification 1s one of multiple

different and distinct types of content designated by the

content supervisor for identification;

the one or more ML models include at least one ML
model for each content type of the multiple different
and distinct types of content designated for 1dentifica-
tion; and

the operations comprise, for each content type of the

multiple different and distinct types of content desig-
nated for identification, determining, based at least 1n
part on the data representing the plurality of images and
the at least one ML model for the content type, whether
the interfaces include content of the content type.

19. The one or more non-transitory computer-readable
media of claim 17, wherein:

the type designated for identification 1s one of multiple

different and distinct types of content designated by the
content supervisor for identification;

the one or more ML models include a common ML model

configured to 1dentity the multiple different and distinct
types of content designated for identification; and

the operations comprise, for each content type of the

multiple different and distinct types of content desig-
nated for identification, determining, based at least 1n
part on the data representing the plurality of images and
the common ML model, whether the interfaces include
content of the content type.

20. The one or more non-transitory computer-readable
media of claim 17, wherein the operations comprise deter-
mining, based at least in part on the one or more ML models,
one or more bounded regions within the interfaces displayed
by the device that include content of the type designated for
identification.
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